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Start IP utility  

To start IP Utility, double-click the ñIP Utilityò program icon. 

 

As the program starts, IP Utility will run an initial search to find all devices on the network. It will display 

a message stating óSearching Deviceé Please Waitò. The search time usually takes about 10-15 

seconds, but may take up to two minutes. Please have patience and wait for the search. 

 

 

Figure 1 IP Utility is searching for available devices 

 

After the search is done, the Device List screen will appear. 
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IP Utility Device List  

 

User Interface 

 

Figure 2  Device List 

The User Interface of IP Utility can be divided into the Menu Bar and the Device List sections. 

Menu Bar 

 
 

1 Computer Network Settings: These are the currently available network connections from this 

PC. IP Utility will use all available networks to search for devices. 

 

2 Refresh: During the device search period, the IP Utility will try to get the camera information like 

camera profile ID by using the default account name and password. If the camera account name 

and password are not correct, the IP Utility fails to read them. For example, the ñAuthentication 

failedò will be shown on the Camera Profile field. As the correct account and password are typed 

into the Account and Password fields for the camera (refer to Edit Account below), the camera 

information like camera profile ID could be read back by click this tab (Refresh). The IP Utility will 

NOT perform device search in this action. 

The error message will be pup-up when IP Utility could not move forwards to execute the refresh 

function. The refresh action will be stopped when an error occurs. The error message describes 

the first error of refresh. 
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No Channel Selected 

At least one camera has to be selected before refresh. The following figure illustrates the error of 

no selected channel. 

 

Authentication Failed 

The following figure shows the pop-up error message of authentication error. 

 

The NO.1 means the account name or password is not correct for the camera in the first column of 

device list (Device No. is 1) in device search window. Refer to the Device No. (#) section. 

Please Input Account 

The account filed is empty in the selected channel. We donôt show the device No. here because 

this channel could be found easily. 

 

Please Input Password 

It is similar to the messing account name case. 
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3 New Search:  Re-do the device search. All records in the previous device search including the 

camera account settings in the IP Utility will be lost. This will take from 15 seconds to 2 minutes. 

 

4 Edit Account:  Display a page to set account and password. Check the boxes in front of the 

devices you wish to apply this account, and the Account / Password text boxes will be 

automatically filled with this. This is a handy function when you need to setup many devices from 

IP utility and do not want to type the same password into each and every one.  

 

5 Camera Setting:  This will allow you to log into the selected device and change Serial Port and 

Date/Time settings.  

If there is more than one camera were checked, these camera serial port and date/time settings 

will be updated by this function. 

 

6 Firmware Upgrade:  Use this function to upgrade device firmware. You should first check the 

checkboxes before the devices you wish to update, and enter Account / Password for every device. 

Clicking this will display a warning message, reminding you to NOT reboot or power off during 

upgrade.  

 

Please follow this warning, as powering off at the wrong time may damage the device. Click OK to 

proceed to the upgrade screen.   
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You may upgrade two kinds of firmware. One is called Server, which means Video Server 

Channels and all IP Cameras. The other type is the Router. This is the ñSystemò firmware in 

multi-channel video servers. When upgrading multi-channel video servers, please always upgrade 

Server firmware first, and upgrade Router firmware afterwards.  

 

7 Profile Upgrade:  This will display a dialog window that asks you to select a profile pack file to 

use.  

 

 

 

After youôve selected the proper file, click apply to proceed. The profile pack contains necessary 

profiles for all devices, and will automatically match the proper profile to each device. This means 

thereôs no need to choose a different profile for each device anymore. The device will perform save 

and reboot after the upgrade of camera profile. 

 

8 Backup Configuration This will display a section right above the device lists. This will show the 

backup path for the configuration file. The configuration file will be saved to the path you assign in 

the text box. The file name will be based upon the MAC address and the Channel ID. For regular 

IP cameras the file name would be MAC address, with ñ-0ò attached to the end. For the 2nd channel 

in a multi-channel video server, the backup file name will look something like: 

000F7C011FBB-2.ini 
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9 Restore Configuration This will display a dialog box for you to select the file to restore. Click 

ñapplyò when you wish to proceed. Please note that configurations backed up with older version of 

IP Utility may only be restored to the same devices with this version of IP utility (3.5.25). For 

configurations backed up with this version of IP Utility, you may restore the settings to 

multiple devices at once, but only to devices of the same family. For example, you may back up 

settings from one MPEG4/MJPEG CMOS camera and restore it to another type of 

MPEG4/MJPEG CMOS camera. For some models, you can restore the settings only to multiple 

devices of the same model number. NTSC / PAL devices of the same model number also count as 

different product families, and you cannot restore settings across the family line. Please only 

check boxes in front of devices of the same type before clicking restore configuration. When 

restoring to individual video server channels, expand the channels to select the individual video 

server so that it shows the ñ-ñ sign. When restoring configuration to the multiple-channel routers, 

collapse the channels so that it shows ñ+ò sign, to restore to multi-channel router. 

The error message will be pop-up when the restored configuration file does not match the target 

device. 

 

10 Save & Reboot This will force the device to save all current settings and reboot. Settings that 

have not been saved will be lost when the device loses power. So please always perform Save 

and Reboot right after you changed device settings. 

 

11 Clean Check Box This will remove all check marks on the checkboxes before each device, 

deselecting all in the process. 
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Device List 

 

You may click on the column headers to sort the device list by that column 

 

 

 

1 Action Column This column contains two quick buttons that you can use to access device settings. 

Multi-channel video servers will also display a ñ+ò or ñ-ñ sign in front of it, to expand or collapse 

multiple channels into one row. 

 

2 Info Button This will display a dialog box showing basic settings of this device. This allows you to 

check important settings without going through login and multiple Web pages. 
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3 Setting Button This will display a dialog box showing the model, firmware version, IP and 

hostname. This also allows you to change device hostname, IP and port number without logging in. 

Click ñApply and save & rebootò to use the new settings. 

 

 

4 Check Boxes Select the devices you wish to do further operation on with the check boxes. You 

may also check or uncheck all devices by clicking on the checkbox in the title row. 

 

5 Device No This column shows the device sequence number. This is not fixed to the device, and 

even if you resort the whole list based upon different columns, this will remain in the same place. 

 

6 Host name This column displays the hostname of the device. 

 

7 LAN IP This column displays the LAN IP of the device. Most devices have only one IP, and uses 

WAN IP column instead.  

. 

8 WAN IP This column displays the WAN IP of each device. For both WAN IP and LAN IP, the 

numbers may be either shown as plain text or shown as an underlined link. If the numbers are 

shown in underlined link form, this device is reachable and clicking this will automatically use the IP, 

HTTP port and the Account / Password to connect to device.  

 

9 Channel ID For IP Cameras, this column will show 1. The individual channels in Multiple Channel 

video servers will show the channel number here.  

 

10 Http port The HTTP port used to access the device is shown here. If the device is shown in IP 








